BEFORE USING THIS DOCUMENT, WE DRAW YOUR ATTENTION TO THE DISCLAIMER NOTICE AT THE BOTTOM OF THIS POLICY.  BY USING THIS POLICY, YOU ARE INDICATING YOUR ACCEPTANCE OF THIS DISCLAIMER NOTICE.
Instructions for Using this Policy / Template

1. Replace the [COMPANY NAME] with the name of your company throughout.

2. Insert the relevant job title or person’s name in the sections marked [JOB TITLE]

3. Complete / amend any areas of the document highlighted in red.
4. The risks and preventative actions / contingencies detailed in the risk register below are suggestions only.  It would be impossible for a generic template to identify all potential risks and contingencies for your business.  This document should be reviewed regularly and additional risks and contingencies should be added in light of changes to legislation, IT upgrades, changes of business premises, company restructures etc.
5. Proof read the document and make any further additions / amendments as appropriate for your company or department.

6. Insert your company logo or branding as appropriate.

7. Amend the document footer as appropriate.
8. If you wish to change the appearance of the headings, you can do so using the “style” options in the home menu of Microsoft Word.

9. Delete these instructions and the disclaimer at the end of this document.

10. Once you have a final version of the document, insert page breaks into the document and then save an updated copy of the document for future use.
RISK MANAGEMENT POLICY & RISK REGISTER
Policy Statement

[COMPANY NAME] believes that effective identification and mitigation of potential business and operational risks will support achievement of company objectives and reduce the probability of issues arising that could impact on the company’s ability to deliver the service to both clients and candidates.  
Our risk management process involves identifying both internal and external risks surrounding the business based on past experiences, current knowledge (including legislation) and future planning; and putting in place prevention and contingency plans to mitigate them wherever possible.  The processes of identifying and preventing risk and associated contingency planning are continuously developing and changing and as such risk management is an agenda item at board meetings which take place on a quarterly basis.  During these meetings, we identify new and discuss existing business risks and put in place additional preventative actions and contingencies as appropriate.  Perceived risks are documented in the risk register and are reviewed at each subsequent board meeting to ensure that contingencies and preventative actions remain relevant and up to date.  New contingencies and preventative actions are tested and reviewed after implementation to ensure that no unforeseen side effects occur and to refine operational processes as appropriate.

The risk register overleaf is therefore subject to amendment after each board meeting and will be impacted by legislative changes and other prevailing circumstances.
Responsibilities

It is the direct responsibility of the [JOB TITLE] to ensure the implementation, communication and monitoring of this policy, however, all employees are accountable for accepting their personal areas of responsibility in applying it and must be familiar with the potential risks, preventative actions and contingency plans and ensure that that these followed by both themselves and employees for whom they have a responsibility.

[COMPANY NAME] adheres to the risk management standard drawn up by the Institute of Risk Management and the National Forum for Risk Management in the Public Sector.

Risk Management

Effective Risk Management enables [COMPANY NAME] to identify and treat business risks with the objective of managing and improving:  

· Decision making and prioritisation.
· Protecting capital and resources.
· Protecting the interests of clients and partners.
· Developing & supporting staff, candidates, contractors and temporary workers.
· Optimising operational efficiency.
· Preventing “disasters” which have the potential to impact the company’s ability to trade.
Risk Management Process
Our risk management process involves the following steps:
Step 1: Identify the Risk 
This is done by uncovering, recognising and describing the risks that might affect the business.  Each new risk is added to the risk register below.
Step 2: Analyse the Risk 
This is achieved by looking at opportunities and threats and establishing the likelihood of the risk taking place and the impact or severity of the consequences if it does.  This is also added to the risk register.

Step 3: Evaluate and Rank the Risk

This is done by looking at a combination of the likelihood of the risk taking place and the severity of the consequences.  This enables us to establish if the risk is acceptable or whether we need to introduce “treatment” to mitigate or eliminate it and underpins decisions regarding how the risk will be managed.

Step 4: Treat the Risk
During this step we will assess our highest ranked risks and set out a plan to treat or modify them to bring them level of risk to an acceptable level.  This is where we establish mitigation strategies, preventative actions and contingency plans and these are then added to the risk register. 

Step 5: Monitor and Review the Risk
The risk register is then used at Board Meetings to underpin the review process and to track, monitor and review each risk, updating the preventative and contingency actions as appropriate.  Relevant actions are cascaded within the business for implementation as appropriate and staff are asked to report accordingly to ensure that the preventive and contingency actions have generated the desired outcome without unanticipated side effects.  
It does not stop there, however as with changing circumstances, new technologies, customer requirements, competitor activity and amendments to legislation/best practice, risks and the best course in terms of preventative action and contingency will change, so each risk on the risk register is therefore subjected to the above cycle again and again.


Risk Register

Risk is defined as the combination of the probability of an event and its consequences.  The table below indicates the key business risks as identified by [COMPANY NAME] and provides current preventative actions and contingencies.  
Please note, you should review and amend / add to / delete these as appropriate for your business.  The bullet points are just guidance / ideas to prompt you!
Probability of Occurrence – High = Probable, Medium = Possible, Low = Remote

Impact / Severity of Consequences – High = Significant impact on the organisation’s strategy and operational activities, Medium = Moderate impact on the organisation’s strategy and operational activities, Low = Low impact on the organisation’s strategy and operational activities.

	Risk Description
	Probability (H / M / L)
	Impact / Severity 
(H / M / L)
	Prevention & Contingency Plan

	Electronic Systems & Data


	H / M / L
	H / M / L
	· Disaster Recovery Policy in place and regularly tested.

· Details of any service levels in place with external IT provider.

· Robust virus protection system in place and updated consistently.
· Robust information security measures and controls and a documented security incident handling procedure which is regularly tested and updated.
· Regular backups taken of critical data / cloud based systems.
· Ability to re-install backed-up data quickly in alternative premises or use of cloud based systems which allow access from any computer.
· Effective manual back-up systems that reflect technology based processes in place for contingency purposes.

	Telephones Down
	H / M / L
	H / M / L
	· Telephones re-routed via telephone provider to another branch or to nominated numbers or VOIP systems.

	Natural Disasters / Force Majeure / Business Premises and Critical Machinery Inoperable
	H / M / L
	H / M / L
	· Staff to work from an alternative office premises or from home.

· Staff provided with access to cloud based systems to facilitate remote working or backups of critical data installed at alternative premises (if applicable).

· SLA in place with IT provider to allow critical systems to be implemented in alternative premises within XX hours.

· Alternative premises identified in case of “force majeure” with access available within 24 hours (if you don’t have more than one branch).

· Security systems in place to minimise threat of theft, fraud or terrorism.
· Written process for informing customers and employees of any business disruption and method of operation until normal business can resume.

· Appropriate level of buildings and contents insurance.

	Competitor Activity
	H / M / L
	H / M / L
	· Conduct and update SWOT analysis on competitors to ensure awareness of trends and changes in the industry.
· Identify new services, products and processes to remain ahead of the field.

· Implement 360 degree feedback and continuous improvement process to identify opportunities to develop and improve the service and add value to clients.

· Membership of industry bodies (name them), Groups on LinkedIn (name them), RSS feeds (name them) and subscription to industry publications (name them) to maintain awareness of competitor activity and industry trends. 

	Business Mix / Reliance on Too Few Customers
	H / M / L
	H / M / L
	· Strategic business plan focussing on development and retention of multiple business streams and non-conflicting clients to ensure a spread of business to allow continuous and manageable growth.

· Dedicated business development team continuously working on growing the business and client base within the remit of the strategic business plan.

· Inclusion of formal tender applications to access new preferred supplier lists.
· Inclusion of this risk as an agenda point at all board meetings to manage the customer base.

	Late Payment / Non Payment by Clients
	H / M / L
	H / M / L
	· Agreement of payment terms with clients backed up by written contractual agreements prior to commencement of supply.
· Proactive staff who understand client invoicing and payment procedures and ensure that invoicing is accurate to facilitate prompt payment.
· Effective credit control systems that identify late payments immediately.

· Careful negotiation of client contracts to avoid high risk strategies in relation to credit control (e.g. consolidated invoicing where one small error on an invoice can hold up payment of the whole invoice).

· Avoidance of “pay when paid” clauses in Master Vendor, Vendor Neutral contracts.

· Build relationships with accounts payable staff for each client to maximise the chance of your invoices being prioritised for payment.

· Use of external debt recovery supplier to minimise bad debt.

	High Risk Clauses in Contracts
	H / M / L
	H / M / L
	· Negotiation of clauses in contracts that pose unacceptably high risks (e.g. unlimited liability etc).

· Strategic decisions not to enter into contracts which may place unacceptable levels of risk on the company.

	Key Supplier Failure
	H / M / L
	H / M / L
	· Maintain strong relationships with key suppliers.
· Complete due diligence to ensure that key suppliers meet appropriate standards in terms of financial performance, insurances, competence and capability through tendering, structured SLAs/KPIs and performance management.

· Ensure a sufficient spread of suppliers to minimise business risk caused by the failure of an individual supplier in any key area.

· Review the business continuity plan of key suppliers prior to engagement to ensure that consistent service can be maintained.

	Failure to Fulfil Orders
	H / M / L
	H / M / L
	· Ascertain reason for non-fulfilment (salary, skills shortage, inappropriate sourcing mechanism etc) and alert client to market trends if appropriate.

· Consistently review and renew candidate attraction strategies.
· Include research and headhunt in candidate attraction strategy if required.
· Provide additional resource/Consultants for the account if required.

· Introduce selected 2nd tier suppliers if required.

	Failure to Meet Contract Compliance Requirements
	H / M / L
	H / M / L
	· Clear agreement of processes, service levels and key performance indicators required to ensure contract compliance.
· Thorough documented contract implementation process and plan for each client to ensure that systems and processes are introduced to ensure compliance with contractual requirements.

· Structured communication and training to ensure that all staff working on a contract understand procedural, quality and KPI requirements.

· Provision of a formal written “Operational Guide” for the account team for reference purposes.

· Internal account training, communication, cascading and escalation processes in place during implementation and throughout the life of the contract.

· Customisation of IT settings to prevent mandatory processes from being forgotten / circumnavigated.

· Internal and external auditing of related documentation to be undertaken regularly by the compliance team.

· Provision of management information combined with a formal review process to demonstrate compliance to KPIs and service levels and identify any areas of non-conformity.
· Procedures to remain abreast of changing legislation that may impact the service and processes to ensure such legislative changes are included in discussion at review meetings.

	Claims / Tribunals
	H / M / L
	H / M / L
	· Robust and compliant HR processes to minimise the likelihood of claims by staff (e.g. unfair dismissal, discrimination etc)

· Robust training of all staff who have responsibility for managing others in company HR processes.

· Mandatory training and refreshers for all staff in areas such as equality & diversity, health & safety etc.

· Access to expert advice to ensure any potential situations are handled correctly (specify if this is an internal department or name external consultants).
· Appropriate level of Employer’s Liability Insurance.

	Fundamental Change to Client Needs 
	H / M / L
	H / M / L
	· Continuous development and maintenance of an appropriate spread of business to prevent reliance on any single client or contract.

· Strong focus on forecasting and relationship building with each key client to ensure maximum notice of any fundamental changes in client requirements.
· Understanding of seasonality and market trends that could impact the business needs of clients in given sectors.

	Loss of Key Staff / Succession Planning
	H / M / L
	H / M / L
	· Structured and proactive succession planning to ensure that all key roles are covered.

· Implementation of a Talent Management Strategy to identify key skills, competencies and training requirements and to develop staff for the future.
· Cross training of staff on key processes and specialist skills to ensure that unanticipated absence or the loss of an individual staff member does not impact on service delivery or contract compliance.

· Implementation of a proactive staff retention plan which includes attractive performance related incentives and a formal recognition programme to minimise staff turnover.
· Implementation of structured sickness and absence management policy and procedure maximise attendance, punctuality and retention.

· Appropriate confidentiality clauses and restrictive covenants in staff contracts to minimise damage by an individual member of staff joining a competitor.

· Social media policy in place and linked to staff contracts.

	Compliance with Legislation 
	H / M / L
	H / M / L
	· Proactive procedures to ensure that key staff remain aware of forthcoming legislative updates including professional memberships (name them), Subscription to publications and RSS feeds (name them) and engagement of 3rd party suppliers to support compliance with employment law, health & safety etc (name them). 

· Compulsory legislation and refresher training including Equality and Diversity, Employment Law, Health & Safety and Recruitment Best Practice (specify frequency of such training).

· Staff trained to or working towards REC standards / other industry standards / recognised qualifications and accreditations.
· Provision of written updates as required relating to legislation (including revision of policies and procedures in light of changes to legislation, regulation or best practice).

· Eligibility to work in the UK / Proof of ID / Address – meeting legislative requirements and standards. 

· Company policies relating to anti-bribery & anti-corruption, GDPR data protection and privacy, the environment, equality and diversity, health & safety, complaints & customer service, immigration & visa status, quality, social media, modern slavery, information security, and corporate social responsibility which are trained during induction and refreshed regularly.

· Internal audits to ensure process and legislation compliance before a candidate is submitted to a client.
· Implementation of IT systems to support compliance with implementing, monitoring and managing legislation (e.g. AWR, GDPR)

· Independent external audits to ensure quality standards are maintained (if applicable).

· In house / external legal and compliance specialist advice provided by (name providers or specify in-house teams).
· Appropriate level of Professional Indemnity Insurance.

	Company Financial Stability
	H / M / L
	H / M / L
	· Stringent cash flow management processes in operation.

· Robust budgeting, spend authorisation limits and a purchase order system is in place, supported by a structured approach to procurement and purchasing.
· Monthly meeting with the accountant/finance divisions which includes a review of monthly cash flow, P&L, forecasts and budgets for the forthcoming 12 months. 

· The company growth strategy is carefully costed, managed and overseen by an independent external accountant (if applicable).

	Epidemic/Pandemic (particularly Coronavirus)
	H / M / L
	H / M / L
	· Ensuring  staff, clients and temporary workers know who to call with any questions about coronavirus and what to do if they think they may have been exposed or the virus or are showing symptoms/feeling ill.
· Coronavirus business continuity plan in place with clear advice and instructions including details of facilities provided to minimise the need for travel/attend face-to-face meetings and working from home procedures and sharing this with staff, clients and temporary workers.
· Taking sensible and proportionate precautions to mitigate the risk of exposure to and spread of the virus amongst staff, temporary workers and clients whilst allowing the business to continue functioning effectively.

· Providing instructions to staff, visitors to our buildings and temporary workers regarding the measures the business is taking to prevent contracting or spreading the disease (including detailed precautions that staff and temporary workers can take to protect themselves such as hand hygiene, coughing/sneezing into a tissue which is immediately disposed of and avoiding touching their face).

· Implementation of a clear training and communication programme including providing updates to staff and temporary workers on our response to Government and Department of Health advice/guidance.

· Ensuring receipt of the business continuity plans of key suppliers and putting in place plans for alternative suppliers in case of issues with supply in relation to coronavirus.
· Undertaking systems and procedures testing to ensure that business continuity plans work when implemented.

· Ensuring relevant insurances are in place to protect the business.


Disclaimer

Brunton Consultancy has made every attempt to ensure the accuracy and reliability of this document. However, this document is provided "as is" without warranty of any kind. We do not accept any responsibility or liability for the accuracy, content, completeness, legality, or reliability of this document. 

No warranties, promises and/or representations of any kind, expressed or implied, are given as to the nature, standard, accuracy or otherwise of this document nor to the suitability or otherwise of the document for your particular circumstances.
We shall not be liable for any loss or damage of whatever nature (direct, indirect, consequential, or other) whether arising in contract, tort or otherwise, which may arise as a result of your use of (or inability to use) this document.
By providing this document to you we are not giving legal or financial advice. Brunton Bid Writing is a trading name of Brunton Consultancy Limited.  We confirm that we own all rights in this document and, as such, reserve all intellectual property rights contained herein.   Sale of this document is strictly in accordance with Brunton Bid Writing’s standard Terms & Conditions which can be found at www.bruntonbidwriting.co.uk.     
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